2 Installation

In this chapter you will learn about the SpectrumSCM system requirements,
how to install and uninstall SpectrumSCM components, and you will
become familiar with the basic security features.

Typically, the SpectrumSCM server is installed on a shared machine (setver / host) and the users
install client/UI components on their machines. Users may access SpecttumSCM functionality via
six interfaces:

®  The SpectrumSCM GUI client application

® The command line interface (CLI),

* The SpectrumSCM applet (web access, browser)

*  The SpectrumSCM WebStart interface (web access, no browser)
= SCMlite (CRs and reports only through the browser)

* IDE plugins (Eclipse and Microsoft SCCI)

The SpecttumSCM Ul and the command line interface are "standalone" (they function
independently of a Web browser). They are installed on a client machine and access the
SpectrumSCM application that is hosted on the shared server.

The SpectrumSCM applet and SCMlite utilize a Web browser and require Web pages to be installed
on a webserver that has access to the SpectrumSCM server.

The SpectrumSCM WebStart interface takes advantage of Sun Microsystem’s WebStart functionality
to download and run a SpectrumSCM client directly across the web. The advantage of using this
mode is that it frees the user (or administrator) from having to install the client locally. WebStart
can automatically detect when the client application has been updated and will automatically
download the new application version to the users local machine, when necessary. Also, WebStart
runs independent of the browser and thus a browser is not required once WebStart has been added
to the client’s machine.

The SpectrumSCM application and applet provide the same full graphical user interface
functionality. SpectrumSCM is the only CM product that provides a web access to the tool’s
complete CM functionality.

The SpectrumSCM command line interface provides most SpectrumSCM functionality (and adds a
few other abilities, such as starting/stopping the SpectrumSCM setver) from the command line.
SCMlite provides a limited subset of SpectrumSCM functionality directly through a web-browser
using HTML. Currently, only Change Request Creation and Reports can be accessed via SCMlite.
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2.1 Minimum System Requirements

SpectrumSCM can be installed on any platform that supports Java™ Runtime Environment (JVM).

2.1.1 Standalone

CPU

Memory

Disk Space

Pentium (Min: 500MHz,
Recommended: 800MHz)

256MB RAM

S0MB + project storage space.

2.1.2 Multi-user Server

No. Of CPU Memory Disk Space

Users

<Susers || Penttum 800MHz 256MB RAM | 50MB + project storage
space.

6-20 users || Pentium 1GHz 512MB RAM || 50MB + project storage
space.

>20 users || Pentium (Min: 1GHz, 1GB RAM 50MB + project storage

Recommended: 2.5GHz +) space.

2.1.3 Client

CPU

Memory

Disk Space

Pentium 800MHz

256MB RAM

30MB —+ project storage space.

2.2 Basic Installation Instructions

SpectrumSCM requires a Java Runtime Environment Version 1.4 or higher on both client and

server machines.

vendor’s web page for patches and updates.

It is also recommended that all OS-specific patches be installed; check the

Install Java 1.4 or the latest JVM. The SpectrumSCM CD contains a recent JVM bundled on the
CD for MS-Windows, Unix, and Linux platforms. Alternatively, download the latest JVM from
your OS/JVM provider (version 1.4 or later).

A typical enterprise installation:
= Step 1: Install and configure the SpectrumSCM server on a shared host. This is usually

(13 2 (13

done by the server administrator, using the default id/password “scm” “scm”. The
SpectrumSCM server administrator should immediately change the password for this id and

2-2
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retain it for any server administration that has to be performed, such as changes to the system
files or security setting.

= Step 2: Create SpectrumSCM system ids for the users who will be installing client
software.  See details on creating ids in Chapter 5, User Management.

= Step 3: If users will be accessing the server via the web, install the web pages.

2.3 Installing the Server
Unix / Linux installation instructions
1) Insert the SpectrumSCM installation CD
2) Mount the CD (if your version does not auto mount CD drives
3) Change directory to the CD drive.
4) Run the install.sh script from the CD.
Windows installation instructions
1) Inserting the SpectrumSCM CD should trigger the auto-installer. Please wait while the
installer initializes.
2) If the auto-installer does not trigger run the install.bat script from the CD.

The basic installation process is automated. and it is the same on all platforms.

NOTE: Most examples in this user guide use MS-Windows directory structure and notation. If you
are working on a Unix or Linux platform, remember that the directory structure uses forward
slashes (/) instead of the back slashes (\) used in Windows.

On all systems, once the installation process has started, the SpectrumSCM Installer screen will be
displayed. Click Next to proceed.

Specirum Sofwirk, inc

Welcome to SpectrumSCM

The 100% platform portable, fully featured Source Configiration
Maragement Systern. You should find this nstaller one of the
easiest to use but if you have any questions or cormments please
feel free to contact Spectrum Software Inc.

Next >> Cancel
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The End User License Agreement will be displayed.. Read it and click I Accept to continue.

WilE

Speciram Softwars, live, Binary Coabe License Agreenit

FEAD THE TERMWE OF THIE AGFEEMENT AND AMY PROVIDED: SUPPLEMENTAL
{LICETEE TEFME | COLLECTIVELY "AGREENERT " CAREFULLY BEFORE OFEMIEYT THE
|SOFTWARE WED 1A PACKLAGE BY OPENIMG THE 2OFTIWARE WED1A FACEAGE, YO
|AGREE T THE TERME OF THIS AGREEREMT. IF ¥0U ARE ACCESEING THE
|SOFTWARE ELECTRONICALLY, IHDICATE Y OUR ACCEFTAMCE OF THESE TERME BY
(SELECTING THE "ACCEPT™ BUTTOH AT THE EME: OF THIS ACREEMENT IF 7O D0
{NOT AGREE TO ALL THESE TEFME, FEOMPTLY RETURN THE LRIJEED SOF TARARE
TO TOUR FLACE OF FUIRCHAEE FOR & REFUND OF,. IF THE B0F TAARE [EACCESEED
ELECTRONITALLY, SELECT THE TECLIME" HLTTOM AT THE BT OF THIZ
AGREENETT

L. LICENSE TOHISE. Spescirom Sofrwars grards son a non-escingve and non-trans feresde

Lz erv for the inberrad ure andy of theace ompanying soffoare and. dooenertion and sy eoor
;rl:-rr“.-clh:l.r:s provided by Spestrum Software [colectively “Sofiware”), by the number of uoas
1and the clazs of comguoter bercwerre for whoch the comespondng fee tas been pas

E] RESTRICTICHE Saftwa 15 confdential aid Copyrgisd Tilk o Sofwtare and GE

|m:u__.] u'-:-é]

2.3.1 What to Install?

Select Install SpectrumSCM Server — this is typically done first, by the server administrator, to
install the SpectrumSCM server on a shared host. This option also installs an instance of the
Graphical User Interface and command line functions onto the host machine.

SpectrumSCM Server

“SpectrumSCM Weh Pages - To support applet mode

=< Previous Nezt == Cancel

Click Next to proceed. Clicking on the Cancel button will exit the installation.
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2.3.2 Where to Install?

A prompt for the directory to install the SpectrumSCM tool is displayed. Type in or select a
directory in which to install the SpectrumSCM components. If the directory does not exist, the
system will prompt if you wish to add it. Click Next to proceed.

Where to installz

Installing the SpectrumSCM server requires

2SNIB-+ of hand-disk space, please select an
appropriate directory.

CIAProgram Files\Spectrum H

<< Previous Cancel

J‘ Browse button. You can browse the system to select a directory using the browse button
2.3.3 E-mail Configuration (simple setup without authentification)

SpectrumSCM supports full e-mail notifications of Change Request creation and transitions. In fact by
setting this up, automatic email notifications happen in real time for CR/Task creations, assignments, re-
assignments, progressions, workflow transitions etc. You do not have to manually send an email when
you create/assign/progress an incident or CR.

These emails are sent to the person to whom it is assigned and to all stake holders (based on the
roles/wotkflow rules) instantaneously in real ime. In addition the Task/CR shows up on the individuals
CR list on the main SpectrumSCM screen when they log in as well.

52 SpectrumSC Instaliar - Rdditional Optiens
: Most organizations that use SpectrumSCM use the
Mall Gonfiguration email notification to facilitate workflow. The email
i ol i o option notifies users when CRs are assigned to them so
they can immediately begin to work on them. All users
set up with the “generic engineer” designation are also
notified each time a CR changes state, is progressed, is
assigned, or is in the TBA (to be assigned state) and
needs to be assigned (see Chapter 5 for details on user setup).
To set up email notification, enter mail server contact

) 50 anclar o Insit all

2 Curitom install
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information (for example, smtp.mindspring.com) for notification and the e-mail “from” address.
The “from” address will be the address used when mail is sent out from SpectrumSCM. If you do
not wish to use the email feature, select “Do not use e-mail notification” (but you will miss out
on a major workflow feature of the SpectrumSCM product!).

2.3.4 E-mail Configuration With Authentification

Please refer to Sec 12.6 of Chapter 12 Administrative Functions for more details on setting this
up.

2.3.5 Standard or Custom Installation?

The custom installation option allows specification of the database directory and a custom port
number. The standard installation uses the default database directory SCM_VAR inside your
overall installation directory and the default port number 1099.

r@_- Speclmn1§(:lvl Installer - Custom Option

Custom Configuration Options

Database directory {default=fhome /SpectrumSCMfSCM_VAR)
homefSpectrum3SChSCM VAR

Custom Port Bumber (default=1099)
10949

Note — Access control and 551 configuration options are
available under the server confisuration wizard
{post-install).

<< Previous Hext = Cancel
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2.3.6 SpectrumSCM Installer

Review the Parameters given. If they are correct, click Perform Install.

W Installer - B

Confirm Installation Parameters

Installation Package: Server

Installation Dirvectory: C:‘Program Files\Specirum

Mail Host: NOT SELECTED
Database Directory:  C:'Program Files'Spectrum'\SCHM VAR

Server Port: 1000

PERFORM INSTALL

2.3.7 Installation Successful Screen

The desired result is the Installation Successful Screen. This should complete your installation.

mSDEEtlumSEH Installer - Installation Succeszful | |Of x|

SPECHUMSE

_[h,.“ I scHility for Ur mited
r’ / ]_

Thank you for installing SpectrumSCM.
Your executables are in
Start Menu == Programs == Spectrum5CHM server

A list of files installed is placed into <installation directory>\scmifilelist.
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2.4 Install the SpectrumSCM User Interface (Ul)

=101 x|

Welcome to SpectumSCNM

The 100% platform portahle, fully featured Source Configuration
Management System. You should find this installer one of the
easiest to use but if wou have any questions or comments please
feel free to contact Spectrum Software Inc.

Next == Cancel

The End User License Agreement will be displayed. Read it and click I Accept to continue.

|

Sprectrwm Software, e, Binary Code License Agreenvent

FEAL: THE TERKES OF THIE AGREEMENT AND AMY PROWICEL: SUPPLEMENTAL
{LICEMEE TERME [ DOLLECTIVEL Y “AGREENEDNT " CAREFUILLY BEFORE OFENIIG THE
E0FTIWARE KED 1A FACE AGE. BY OFENIFG THE 2OFTWARE INET1A FACEASE, YOU
AGREE TO THE TERME OF THIS AGREENERT. IF YOI ARE ACCEISIMNG THE
EOFTWARE ELECTRONICALLY, IMDICATE YOUR ACCEFTAMCE OF THEEE TERME BY
{SELECTING THE "ACCEFT™ BUTTON AT THE EFE OF THIS AGREEMENT IF 701 DO
HOT AGREE TO ALL THESE TERRE FEOMPTLY RETURH THE 1TRIIEED SOFTAMARE
TO NOUR FLACE OF PURCHAEE FOR A REFUND OF. IF THE EQF TR'FE [S ACTESEED
ELECTRONITALLY, EELECT THE TETLIME" HUTTOR AT THE EMD OF THIS
AGREEWELT

| LICEHEE TCHUSE. Specium Safweare grands won a non-ssxluave and noo-transfeshile

L e for the tnberred nee anly of thearompenying soffeare and docynetabon and any aomor
correciions providsd by Spectrum Sofbwars [colectivy “5 oftwars"), by b numter of uems
and the class of compoter bewdeears forwhoch Hie correepondng fee e been pasl

1. RESTRICTICNS Saftware 15 confdeniial aid copvigivsd. Tidk to Sofvwtare and oI |=|

lceagl | IDecsa

NOTE: Most examples in this user guide use MS-Windows directory structure and notation. If you
are working on a Unix or Linux platform, remember that the directory structure uses forward
slashes (/) instead of the back slashes (\) used in Windows.
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2.4.1 What to Install?

Select Install SpectrumSCM User Interface (UI). This option installs an instance of the Graphical
User Interface.

_ioix

[ SpectrumSCM Server

L FSpecteumSCH Weh Pages - To support applet mode

Read README file

Click next to proceed. Clicking on the Cancel button will exit the installation.
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2.4.2 Where to Install
Choose an appropriate directory to install the SpectrumSCM UI components.

Type in a directory name or use the Browse button J to select an existing directory. If the
directory does not exist, the system will prompt if you wish to add it.

ﬂﬁpectrumﬁtrﬂ Installer - Select Installation Direl

Whete to installZ.

Installing the SpectrumS&CR user interface

requires SVIB of hard-disk space, please select
an appropriate directory.

CASCM_program_files | !

1118
1 i

mﬁelect Installation Directory
Look in: 3 | || |8 |23 R B=
00K In: username 0.0 | 0—

7 java
Ijﬂapplicatinn Data
] cooKES

] DESKTOF

1 Favorites ]
1 Local Settings
1 hty Documents

3 NETHOOD —
File name: | Select
Files of type: | All Files {*.*) - Cancel
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If you choose to create a new directory for the installation, you will confirm by clicking YES:

ﬂﬁelect an Option x|

Selected installation directory (CSCM_program_files)
does not exist, do you want to create it ¥

No

Your SpectrumSCM Server administrator or project leader will provide the appropriate server
hostname or IP address and port number. You can add to or change these later using the
SpectrumSCM UI Configuration Wizard (see Chapter 3).

EEpEEtrumEEM Installer - Additional Dptions > =10 x|

F s

=

Ulte Server Connection Configuration

i ' Enter the SpectrumSCM server hostname {default is "localhost™)

d|ocalhost

- Enter the SpectrumSCH server port {default is 1099)

1094 '
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Confirm Installation Parameters. If correct, click PERFORM INSTALL. If incorrect, click
Previous to make corrections.

ESpectrumSEM Installer - Ready To Install

Confirm Installation Parameters

Installation Package: [ser Interface
Installation Directory: C:\8CM program files
Server Hostname: localhost

Server Port: 1000

oo

ESpectrumSEM Installer - Installation Successful

oo nd Sl
//- o oIty fORUNlmited P

{7/ '] Installation Successful

o

Thank you for installing Specirum5SCHM.
Your execuiables are in
Start Menu == Programs == Spectrum3CM Ul

To see a list of the files installed, see somfilelist in the installation directory.

2.4.3 To start the SpectrumSCM Ul

=  Ina Windows environment click the #HStart > B EE

(5 SpectumSCM server 5 START UI or execute <folder where Ul is
installed>\bin\ startUIbat from the command prompt window

* Ina Unix or Linux environment, cd <directory whetre the Ul is installed/bin> and
execute the command startUI

You will be asked to provide your SpectrumSCM login ID. Initial password is “default”.
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2.5 Install the SpectrumSCM web pages

The SpectrumSCM web-pages install supports 2 modes of working, the Java™ Web-Start and the
Applet modes. Both start-up methods are similar in that the user selects on the appropriate icon on
a web-page. Java Web-Start however starts the actual application instance so that it runs
independent from the browser, while the applet version runs through the browser itself. The Web-
Start method is generally more popular because accidental closing or redirection of the browser will
not close the SpectrumSCM connection, as would occur with the Applet mode.

The primary advantage a web-install has over a direct client install is that the user interface is only
installed or updated once by the SpectrumSCM administrators. Users would then automatically get
the (possibly updated) application without further action. Sometimes the direct client install is
required, for example to use the client side commandline routines or to use the Microsoft Visual
Studio (SCCI) IDE integrations.

To use the Web modes of the application, the SpectrumSCM Web Pages must be installed on a
system running a web server, specifically a fully operational web server configured on the same
network where the SpectrumSCM Server is located.

The directory in which the web pages are installed will need to be accessed by your web server.
Some OS specific work might be required to set this up. For example, if using RedHat Linux with
Apache, the root directory for the SpectrumSCM Web home must also be defined in the Apache
config file. If using Microsoft IIS, the default web root is C:\Inetpub\wwwroot, so you could install
under the C:\Inetpub\wwwroot\SpectrumSCM folder as an example.

The SpectrumSCM Web pages must be installed in the configured directory (specify it when
prompted for the installation directory).

# 5pectrumSCM Web Pages — To support applet mo...

Read README file
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2.5.1 Where to Install
Type in the name of the root directory for the SpectrumSCM Web home directory name or use the

Browse button J

to select it.

MSpectrumSEM Installer - Select Installation Direcko

Whetre to INSTAlLZ.

Installing the SpecirumS CM weh pages requires

3MB of hard-disk space, please select an
appropriate directory.

Look in: |ﬁhtm| v| @ @ @ BE (=
J download
I Help
Timages  —
|j|SpecWeb
] NewsRoom
[ rights
] Tutarial

CI xFER

File name: [NewFolder | Select

Files of type: |AII Files {(*.*) v| | Cancel |

TR S S0 sl - Sl Trestailaliom i

i L g e T —

Ehstalling ta Spacir Wl pigits Ruipalngs
ARIE of hasd- sk spice, pessn o
S i B LT

T Aha e imAG LA rdis b !

Enter the Web server IP address, the WebServer document root directory, the SpectrumSCM server
hostname or IP address and the server port (default is 1099). Click NEXT.
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If you’re not sure what your webserver’s Document Root directory is, contact your web master for
assistance.

14 SpectrumSCM Installer - Additional Options | < |
Appletto-Server ConnectionConfiguration

; EtltBT.t_.h:_lE.l_.?..".'._'-'El]S.EWET IPaddress

192.168.100.3 |

(ELEEVEE (IR

. EftertHieWehServer Document Root

e CApacheWpache htdocs gl

_leﬁpectrumscm Server hostname

4 192.168.100.10 ' |

i Ent_er;th_g SpectrumSsScm séﬁiﬁ-;iu:i't 'E'ﬂefault is 1009} i

=

@

g

= ]
== Previous Hext == Cancel

Confirm installation directory, hostname, and server port and click Perform Install.
If there are errors, click Previous to correct.

-

fh SpectrumSCM Installer - Ready To Install -Joed

Confirm Instaliation Parameters

Installation Package:  Applet

C:lApacheApache2ihidocs . Speeit’
umSCRhM

Wehserver 1P Address: 192.168.100.3

Installation Directory:

Wehserver
Du_cume_nt.Ruut:

server Hosthanie: 192 16%.100.10

C:iApachei Apache2\hitdocs

<<Previous | PERFORM INSTALL | cancel
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NOTE: Most examples in this user guide use MS-Windows directory structure and notation. If you
are working on a Unix or Linux platform, remember that the directory structure uses forward
slashes (/) instead of the back slashes (\) used in Windows.

A successful installation screen will be displayed., confirming the location of the web pages. Make a
note of the Web Pages installation directory.

Installation Successful

Thank vou for installing SpectrumSCM.‘""_-”
Your SCM web-pages have been installed in
fhome fwww /hitml fSpecWeb

2.5.2 Applet specific items

To use the Web Applet mode of the application, additional, OS specific work might be required.
This is because the applet runs as part of the browser and so is restricted by the browsers security
controls.

For example, if using RedHat Linux 7.1 with Apache, the root directory for the SpectrumSCM Web
home must also be defined in the Apache config file. The SpectrtumSCM Web pages must be
installed in that directory (specify it when prompted for the installation directory).

<Directory "/home/www/html/SpectrumSCM">
Options Indexes Includes FollowSymLinks
AllowOverride None

Order allow, deny

Allow from all

</Directory>
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2.6 Accessing the web pages

The SpectrumSCM applet and WebStart interface allow access to the SpectrumSCM server via an
Internet Browser. The WebStart interface only requires the use of a browser one time, to download
the JNLP file. Once the JNLP (WebStart file) is installed in the local system, a browser is not
required to start the SpectrumSCM client across the web.

To use the Web Applet mode of the application, the SpectrumSCM Web Pages must be installed on
a system running a web server, specifically a fully operational web server configured on the same
network where the SpectrumSCM Server is located.

To use the SpectrumSCM via WebStart or the applet:
Open a browser (IE or Netscape) and enter the URL to access the server that has access to the
desired instance of SpectrumSCM server. Your SpectrumSCM Administrator should be able to
provide the URL that is based on the directory in which the web pages have been installed.

If the web server pages are installed in directory X on the web server Y relative to the web
setver main page, then the URL to access SpectrumSCM would be http://www.
Y/X/scmlntro.html. Note that if the SpectrumSCM pages are installed in the main page
directory then X will be empty, resulting in the URL www.http://www.Y /scmIntro.html.

For example, if the webserver address is http:/ /www.spectrumscm.com and the web pages
are installed in a sub-directory off the main page (SCMWeb), the direct path is
http:/ /www.spectrumscm.com/SCMWeb/scmIntro.html.

The hostname supplied in the applet installation is the name that is used in the HTML to
contact the server from the client. Therefore the client will need to be able to ping that
name/address. Modifications to the hosts /Imhosts files might be necessaty to achieve
successful communications.

Due to Java applet security controls, for SpectrumSCM to access the local hard disk for operations
such as check-out or read in from disk, a Java security popup will be presented. Accept this to
allow SpectrumSCM to function fully. If this certificate is not granted accesses to the local disk will
be forbidden and errors will occur whenever such an operation is attempted.
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2.7 SCMlite

SCMlite provides a more limited subset of SCM functionality (Currently, Change Request Creation
and Reports). SCMlite provides lightweight access to SCM tailored for casual users and is NOT
intended to replace, only to complement, the full-featured interfaces required by developers and
testers.

Why SCMlite? Some users may wish to access SCM over a low-bandwidth connection or their
relationship to the project may not require access to the full SCM feature set. A customer may need
access to SCM just to input CRs to file issues or request improvements; or a manager may wish to
generate reports. Both need quick and easy access to limited functionality.

SCMlite is a pure HTML interface that does not require any active content or components (such as
Java). There is no overhead associated with starting Java or downloading the SCM applet. In
addition, there is a great reduction of training required for the casual SCM user.

SCMlite provide two SCM features:

* Change Request Creation
= Reports

SCMlite communications can be secured using SSL (https).

2.7.1 Enabling SCMlite

SCMlite is installed on the server with the WebPages. It is not turned on. To enable SCMlite,
changes to the scm.properties file SCMlite section are required:

## SCMlite can utilize SSL to provide secure HTTP (HTTPS). Please refer

# to the second half of SSL properties, found below. <== If SCMlite will use SSL, refer to
Communications Security above and
Chapter 3 for details on the SSL
section of the scm.properties file

## Indicates whether SCM should provide SCMlite (the HTTP interface).
## scm.http.inUse true <== copy, remove # to allow access to SCMLite

## The SCMlite interface port.

# Defaults to 1 greater than the scm.port, 1100.

## scm.http.port 12346 <== copy, remove # and change port number if
required

## The maximum number of HTTP interface clients.

# If set to zero, any number of clients may connect.

## scm.http.maximumConnections 1 <== copy, remove # and change port number if required
#

#/\

(See Chapter 3 for details on making these changes directly or via the server configuration wizard)
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2.7.2 Accessing WebStart, the Applet or SCMlite

To access the application via WebStart, the Applet or SCMlite, go to the same URL set up for

accessing the SpectrumSCM system via the web. The web page will provide the option to logon to

SpectrumSCM via WebStart, the applet or SCMlite.

@ SpectrumSCM Initial Window - Microsoft Internet Explorer [;]

Eile Edit Wiew Favorites Tools Help i

g @ _ [ [ A = ; :

\D Back > !ﬂ @ | - Search .. Favories w Medig {fi:‘}‘
Address | @] http:(/58.153.128.171 {5pectrumSCMWebjscmintro. html v | £ 5o
Links |27 Toshiba On the Web  [=) Toshiba Support ¥ Norton Artivirns B -

Welcome to SpectrumSCM

Logm to SpectiumnSCM
Full application using Java WebStart (Recommended)
Dan't have Java WebSiar:? Click Here

=] Login to SpectrumSCM
f{m Full application using Java applet
2 E N Reguires Java Flugin for vour browser

' Login to SpecttumSCMlite
F‘Il Mon-Java version, limmited functionality
2 ‘@ N for low-bandwidth users.

SpectimnsS CNV Help

WebStart Setup

Applet specific issues

mpectruma UM
SUppOrispectriumec .com

a£| Done & Internet
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If Webstart is not currently installed on your machine, use the supplied link to navigate to Sun’s web
pages and then download and install WebStart. Once installed, the WebStart console can be invoked
by selecting WebStart from your desktop or by navigating through the Start menu options.
Normally there is no need to start the WebStart console manually. The console will be automatically
activated each time you access the SpectrumSCM client via WebStart. On your second attempt at
starting SpectrumSCM via WebStart, the WebStart console will prompt the user to install a
SpectrumSCM short cut on the desktop or in the start menu hierarchy. You can choose to do this
or simply use the WebStart console to start SpectrumSCM instead of going through the browser:

]

£ Java Web Start Application Mﬂnagel' E]@
File Application View Help

Applications: Downloaded Applications

@ SpectrumSCM i_ SpectrumsSCM

,g*:_:ﬁ SpectrumSCM == SpectrumSCm

Less Detail 4 Start [
-SpectrumSEIi'l_

Made By:  Spectrum Software
Home Page: hitp:/68.153.128.17 1/SpectrumSChiWebhhelpindex.htmi
Description: The SpectrumSCh Application

&G &

- @~ |

In this example WebStart console, there are four (4) separate instances of SpectrumSCM installed.
Each instance points to a separate instance of the SpectrumSCM server. Simply select the instance
of the client to use and then press the “Start” button to activate the client. WebStart will
automatically detect whether the jar files have changed and, if they have, automatically update the
cached jars to the latest versions. This is an excellent solution for large group installations as the
client and server software can be installed and updated in a central location. Users will automatically
see the updates as they become available.
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2.8 Un-install, re-install, and updates

Before attempting an uninstall, re-install or update, always back up the entire SpectrtumSCM
directory and all the project database folders.

WARNING - A complete uninstall or re-install will remove the entire contents of the
SpectrumSCM installation folder and the system and project databases. All users and projects
will be deleted. Be sure this is really what you want to do. Just in case, it is wise to perform a
complete backup before an uninstall/reinstall operation.

In SpectrumSCM, an install/update can be used to

e Completely re-install the same version of the product on a machine where it has
previously been installed. To do a re-install, you uninstall the previously installed product,
then reinstall, either into the same directories as used before OR into a different set of
directories.

NOTE: Always back up the entire SCM directory and all the project database
folders in case any issues arise.

e Install an updated version of SpectrumSCM (a new release, fix, etc.) that does not involve
database changes. An update only updates the program executables and libraries,
updating does NOT overwrite the SpectrumSCM system and your project
databases.

NOTE: Always back up the entire SCM directory and all the project database
folders in case any issues arise.

e When a new release of the SpectrumSCM software (for example, release 2.0) requires
changes to the SpectrumSCM data base schema, the Evolve function is included to
update the schema, leaving the data base contents intact. When this is required, detailed
instructions will be included in the release’s README file.

NOTE: Back up the entire SCM directory and all the project database folders
before beginning this process, just in case!

If you are having problems with an install, update or evolve, contact SpectrumSCM technical
support. You may have to uninstall and then re-install if all fails. This is why you always back up
the entire SCM directory and all the project database folders before you begin such an
operation.

2.8.1 Update / Evolve the SpectrumSCM Server, Ul or Web pages

Update

To make changes to the installed packages, you can use the configuration wizards described in
Chapter 3 or rerun the installation process. This is useful when installing a new release or to restore
the SpectrumSCM files to their original state.

= Rerun the installation from download or CD.

rogress thou e opening screen and licenses agreement.
= Progress thought the opening d li ot t
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*  On “What to Install” select the component you wish to upgrade (server, UL or web
pages) and click Next

If the installation program detects that the component is already installed on the system, the
“Verify Product Update” screen will be displayed. At this point the administrator can choose to
update the component and all files associated with that component will be updated. With an
update, no database changes will be made — the database will remain unaffected.

Evolve

When a new release of the SpectrumSCM software requires changes to the SpectrumSCM database
schema, the Evolve function is used to update the schema, leaving the database contents intact.
When this is required, detailed instructions will be included in the release’s README file.

Uninstall the SpectrumSCM server
* Ina Windows environment, from the command prompt window

= cxecute the command <directory in which the server was
installed>\bin\uninstall.bat

®  Ina Unix or Linux environment,
* cd <directory in which the server was installed>/bin

= execute the command uninstall

WARNING: This will delete all files associated with SpectrumSCM, including the database
of project information. Before doing so, always back up the entire installation directory and
all project database folders if you do not want to lose this information.

You will be prompted to confirm that you want to uninstall the server.

WARNING: This will uninstall ALL FILES in the directory, all server and UI components from
Click Yes to continue.

x

m Are you sure you want to un-install SpectrumSCM from:
C:'SpectrumServer _program_files ¥
HOTE: This will rermove all files in this directony.

Yes Mo

The uninstall is confirmed:

& click ok x|

ﬁ Uninstall successful

OK
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2.8.2 Uninstall the SpectrumSCM Ul

=  Ina Windows environment, In a Windows envitonment:
»  START — Programs — SpectrumSCM UI — Uninstall

or

* from the command prompt window execute the command <directory in which the UI
was installed>\bin\uninstallUI.bat

®  Ina Unix or Linux environment,
» cd <directory in which the UI was installed>/bin and
= execute the command uninstallUI

or
*  <Ulinstall directory>/bin/uninstall

You will be prompted to confirm that you want to uninstall the UI. Click YES to continue.
Confirmation will be displayed:

NOTE: Uninstalling the UI from a client machine will NOT impact the server or the
database.

2.8.3 Uninstall the SpectrumSCM Web Pages / applet

* Delete the directory into which the web pages were installed.

or

= Rerun the installation from CD or download.
® Progtess through the opening screen and licenses agreement.
*  On “What to Install” select the SpectrumSCM Web Pages and click Next

= [f the installation program detects that web pages are already installed on the system, the
“Verify Product Update” screen will be displayed. At his point the administrator can
choose to uninstall the web pages.

ESDECI:rumSEM Installer - Yerify Product Update < =10 x|

A SpectrumSCM Applet has already been installed.

A prevdous SpectrumSCM installation has been detected at
Ciiprogram files\SCM web

Do you swvant to update, or abort this installation ?

Update Uninstall Applet
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2.9 SpectrumSCM Security Features

SpectrumSCM leverages the Java™ Security Model and Security Extensions to offer a variety of
security features to protect the server, clients, and communications. These features fall into two
groups, access control and communications security.

2.9.1 Access Control

SpectrumSCM employs a traditional account-based access model. The SpectrumSCM administrator
role is responsible for creating user accounts. These accounts are protected by a login/password
pair that must be provided when a user logs into the application. This is the default application
security model, additional Access Control is configured through the server configuration wizard (or
by editing the file <directory in which the server was
installed>/SCM_VAR//etc/security/accessControl).

2.9.2 Location Control

SpectrumSCM provides an additional level of security based on the user's workstation's hostname
(or IP address if unavailable). A user can be restricted to logging into the application from specific
hosts. This feature is called Location Control; to enable it a "doAccess" line must appear in the
accessControl file followed by "access" lines specifying allowed user/workstation combinations:

doAccess
access userl workstationl
access user2 workstation2
etc.

With location control turned on only those users specified can log into the SpectrumSCM system.
Even valid users attempting to login from workstations other than those specified in the
accessControl file will be denied, even if they supply a valid password

2.9.3 Unauthenticated Commandline Access (single sign-on)

SpectrumSCM provides a UNIX-style command line interface for accessing many of its features,
however as mentioned above the default security scheme would require a login and password for
each server access. This may prove to be unnecessarily tedious when typing in a sequence of
commands or incompatible for some activities (automated checking out of files by a nightly build
script). This situation also comes up in the general world with people accessing many different I'T
systems and applications and has become known as Single Sign-On.

SpectrumSCM provides a feature called Unauthenticated Commandline Access to relax security,
to allow unauthenticated command line access by specific users at specific workstations.
Administrators should exercise caution when configuring this feature, and use it sparingly, if at all,
considering all security ramifications.

Basically what single ""sign-on/unauthenticated access' does is move the access control
responsibility to the operating system/work-station level. Once a user has successfully logged in to
the operatingsystem/work-station, that login information is what is then used to access the
individual applications such as SpectrumSCM.

2-24



Chapter 2 Installation

To enable this feature a "doUnauth" line must appear in the accessControl file followed by
"unauth" lines specifying allowed user/workstation combinations:

doUnauth
unauth userl workstationl
unauth user2?2 workstation?2
etc.

Users logging in to the Ul or executing command line functions from their corresponding
workstations as configured in the accessControl file will not be required to provide a password since
that verification has already been performed by the operating system.

Administrators should exercise caution when configuring this feature, since if access to the
workstation is not tightly controlled (ie access cards, screen locks etc) inappropriate accesses might
occut.

NOTE/CAUTION !: Whereas Location Control tightens security, Unauthenticated
Commandline Access could be viewed as relaxing security. In addition, Location Control takes
precedence over Unauthenticated Commandline Access.

2.9.4 Access Control Lists

Access control in SpectrumSCM can be applied at the branch, directory and file levels. Controls are
established for particular categories of users, instead of at the user level directly. This means that
controls can be immediately established for all users assigned to a particular role. For instance, users
assigned to a Development or Testing role may not have write access to the documentation
directories or access to the requirements and design documents themselves.

L Access Comtrol Administration _:_#LI;IJ]
File  Action Hilp

38 cose @ revesniee Pending Changes | =] ACL Report

Cofegories  Tesler |

G s [~
= (B msiriine R
= I:a_ o [FRA]
* ﬁ commandine [Fyv]
i L‘a dhscass R
i* E:i edipze {RO]
& [ evorve
1 Ei ecEptions RV
w (3 it IR
i [ impieeentation g
i O inctatler (R0

[[] caine Aicross Cetagoves

Set Permissions | | inberil Permissions | | Restore Detadls |
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In this example, users assigned to the Tester role have read-only access to the dbaccess and eclipse
directories, and no access at all to the evolve directory. There are three modes that describe the level
of access to repository resources:

e Read-Write [RW]

e Hide [H]

When assigning Access Controls to a particular role, an already established set of controls can be
used as a template for the new role. To use an already defined ACL template, select the “Inherit
Permissions” button at the bottom of the screen and select an existing role to use as a template.
Default access can be restored for any selected category by pressing the “Restore Defaults” button.
All mode changes remain unimplemented until the “Set Permissions” button is pressed. Changes in
ACL settings are highlighted with an “*”” next to each repository element that has been changed.

29.5 Communications Security

SpectrumSCM provides a means to protect its communications so that assets may be checked out,
modified, and checked in securely. By default, SpectrumSCM operates in an open mode, which is
generally acceptable for use on a corporate intranet. This mode is the most efficient and appropriate
for a majority of installations.

However, it may be necessary to use SpectrumSCM across an uncontrolled, insecure network (such
as the Internet). In this situation, SpectrumSCM should be configured to protect its
communications, which is accomplished via SSL (Secure Socket Layer, a standard developed by
Netscape and approved by the Internet Engineering Task Force as a standard), or SSH (Secure
Shell). Secured communication is not accomplished without a price - overall responses will be
slower due to additional encryption/decryption processing at both ends of the connection. In
addition, the administrator must obtain an SSL key and configure SpectrumSCM accordingly for
SSL.

Once the administrator has obtained an SSL key, the configuration file must be edited to use it, this
is done through the server configuration wizard or by directly editing SERTER INSTAILL
DIRECTORY/SCM_1"AR/etc/scm.properties. The last section of the file pertains to SSL;
scm.sslinUse should be set "true" and the other properties, particularly the SSL keystore (where the
SSL key is stored) and the password that protects it must be provided.

Once the server has been propetly configured, the SpectrumSCM clients may connect by supplying
the SSL option. Turning on the SSL option is performed through the UI Configuration Wizard or
by supplying -ssl on the command line. See Chapter 3 for details.

For secured communications using SSH, the server must be configured propetly and the client side
tunnel must be activated. To setup SSH on the server, modify the scm.properties file and set the
following attributes as follows:

java.rmi.server.hostname localhost
java.rmi.server.userLocalHostname true

scm.port 1099

scm.rmi.portnumber XXXX (where XXXX is some unused port)
scm.transport.portnumber 1101 (or any other unused port)
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These entries tell the server to respond to client side connection requests using the machine name
“localhost” and they also configure the port numbers to be used for the RMI channel, transport
layer and registry port numbers.

On the client side, the SSH tunnel must be established via the command line and then the GUI will
be able to connect to the server. The SSH command should look like the following:

ssh -N -v -L1099:server-ip:1099 -LXXXX:server—-ip:XXXX -L110l:server-ip:1101
-1 login server-ip

where “server-ip” is equal to the IP address of the host and XXXX is the port number assigned to
the RMI channel described above.
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